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1. O0masi xapakTepucTHKA NPOrpaMMbl

[Tporpamma pa3zpaboTaHa B COOTBETCTBHUHU C:

- Ilpukazom MmunoOpHaykm Poccum ot 1 wmroHss 2013 . Ned99 «O6
VTBEPXKACHUHA TMOPSAJKA OPraHM3allii W OCYLICCTBICHUs 00pa3oBarciabHON
JEATEILHOCTH IO JONOJHUTEIBbHBIM MPO(ECCHOHATBHBIM TPOrPaMMam»

- [Ipuka3z MunHcTEpCTBAa Tpyaa U couuanbHOW 3amuTel PO ot 18 Hos0ps
2013r.  N679 «OO0  yTBEepXKIACHUM  MPOPECCUOHAIBHOIO  CTaHJAapTa

«IIporpammuct»

1.1. Heab peasm3anuu nNporpaMmmbl

JlononuurtenbHas npodeccuoHaabHas nporpamma «KubOepOe30macHOCTh U
3alUTa JAHHBIX», HAMPABJICHA HA COBEPILICHCTBOBAHME KOMIETCHIMM B O0NIACTU
nojy4yeHuss ©Oa30BbIX 3HAHWM UM HABBIKOB, OXBaTHIBAIOUIMX BCE 00JacTU
KnOepOEe30MacHOCTH, HEOOXOAUMOM B MPO(ECCHOHATBLHON JEATENBHOCTH U
NOBBILIEHHE  MPO(PECCHOHAIBHOIO  YypoBHS Mo  crneuuansHoctd  09.02.07

HNHpopmanmoHHBIE CHCTEMBI M TPOTPAMMHUPOBAHHKE.

1.2. Ilnanupyembie pe3yabTarbl 00y4eHus

B pesynerare 0OCBOEHMST MpOrpaMMbl TOBBILICHHS — KBaJIM(DUKALWAW,
CJIyLIATENlb MOMYYacT KAYECTBEHHOE M3MEHECHUE B OCBOCHHMH NPO(ECCHOHATBHOM
KOMITETEHIMI B 001acTH MHPOPMALIMOHHOW O€30MaCHOCTH, OE30MACHOCTH CUCTEM
U CceTei, Oe30MaCHOCTM MOOWIIBHBIX YCTPOWMCTB, (pm3Mueckoil 0Oe30macHOCTH,
ATUYECKUX M TPABOBbIX TPeOOBAaHWI, TEXHOJOTMM W METOJAOB 3alUTHl W
MUHUMHM3AaUWMK  TMOCHAEACTBAA B Xxolde  oOecreueHuss  MH(POPMALMOHHOMN
Oe3omacHoCTH OU3HECA.

[Tpouecc n3ydeHust TporpaMMbl HAMPABJICH HA (POPMUPOBAHUE CIIEAYFOLUX
KOMITETEHIWN:

OK — 2 OpranuzoBbiBaTh COOCTBEHHYIO JEATEILHOCTD, OMPEAEIATh METOBI
U crnocoObl  BBIOJHEHUS  MPO(QECCHOHATIBHBIX  33Ja4, OLEHUBATh  HX

3((PEKTHBHOCTD M KAUYECTBO;



OK — 3 Pemarb mpo0GiieMbl, OLICHUBATh PUCKM W MPUHUMATh PELICHUS B
HECTAHJAPTHBIX CUTYaIUsX;

OK — 4 OcywecTBisaTh TMOWCK, aHaIW3 M OLEHKY WH(OpMaLKH,
HEOOXONMMOW JJii TMOCTAHOBKM M pelieHus NpodecCHOHAIbHBIX — 3a1ad,
npoe€CCUOHATILHOTO U INYHOCTHOTO Pa3BUTHS,

OK — 5 Ucnons3oBare MHPOPMALMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUI
U1 COBEPILIEHCTBOBAHUS MPO(HECCUOHANBHOM NeATEILHOCTH,

OK — 7 CraBuTh UENU, MOTUBUPOBATH JEATEIBHOCTb MMOJAYMHECHHBIX,
OpraHu30BbBIBaTH W KOHTPOJMPOBATh MX padoTy C MOPUHATHEM Ha ceOs
OTBETCTBEHHOCTH 3a PE3YyJIbTAT BBINOJHECHUS 3aJaHUH;

IIK — 1 CnocobeH pa3padarbiBaTh MOJAEIN CPEICTB, CUCTEM U MPOLECCOB B
UH(POKOMMYHUKAIUAX, POBEPATH UX aJIEKBATHOCTh HA MPAKTUKE U UCHOJIb30BATh
NAKEeThl MPUKJIAIHBIX MPOrpaMM aHajIu3a U CHUHTE3a MH(OKOMMYHUKALIMOHHBIX
CHCTEM, CETEN U YCTPOMCTB.

I[IK — 2 CnoocobeH K BBIIOJHEHUID PpaboT 1Mo  00ECICUECHUIO
(YHKIMOHUPOBAHUST TEIIEKOMMYHUKAMOHHOTO O0OPYA0BaHMS KOPHOPATUBHBIX
ceTeit ¢ yuetoM TpedoBaHuil HPOPMAIIMOHHON O€30MaCHOCTH.

B pesynabrare OCBOEHHS MpOrpaMMbl  MOBBIMICHHUS — KBaIM(UKALIUY,
CIyIIATENb JOKEH YMETh:

- Ha3Barb  OTJIMYUTENIbHBIE  YEPThl  NPECTYMHUKOB B  cdepe
KnOepOE30MacCHOCTH M TE€X, KTO UM MPOTUBOCTOMT;

- OOBSCHWUTH, KAaK OPUHIUNBI KOH(QUACHIUAILHOCTH, IEIOCTHOCTH U
JOCTYMHOCTA  COOTHOCATCS € COCTOSIHUSIMM ~ JAHHBIX U CPEICTBAMHU
MPOTUBOACUCTBUS YIrpo3aM O€30MaCHOCTH,

- omMcaTb  TaKTUKY, METOAbl M  MPOLEAYPhI,  HMCIOJb3yeMbIC
KAOEPIPECTYTHUKAMMU,

- TNEPEYUCIUTH CMOCOOBl 3alUThl KOH(QUACHIMAILHOCTH C MOMOIIbBIO
TEXHOJIOTHA, TPOIYKTOB U MPOLETYP;

- MEPEYUCIUTH CIOCOOBI 00ECHEUEHUsI NEIOCTHOCTH JAHHBIX C TOMOILBIO

TEXHOJIOTUI, TPOYKTOB U MPOLICAYP;



- TIEPEYHCIUTh CNOCOOBI 00ECNIEUEHUST BBICOKOH TOCTYMHOCTH C TTOMOILBIO
TEXHOJIOTHA, TPOIYKTOB U MPOLETYP;

- OOBSACHUTH, KaKk Mpo(ecCHOHANBI MO KUOEPOE30MaCHOCTH HCHOJB3YHOT
TEXHOJIOTMH, MPOLECCHl M MPOLEAYPHI sl 3aAIUTHl BCEX KOMIIOHEHTOB CETEBOM
UH(PACTPYKTYPHI;

3HAThb:

- o0miKe npeacTaBieHus 0 0€30MaCHOCTH B MH()POPMALIMOHHOM OOLIECTRE;

- TEXHOJIOTUM MH(OPMALIMOHHOM O€30MaCHOCTH

- mpaBwIa KUOEPOE30NacCHOCTH BO BCEX chepax ACITEIbHOCTH.

— OOBEKTbl KOMMBIOTEPHBIX TEXHOJIOTUH, UCMOJIb3yeMble B 00€CIEUCHUU
KnOepOE30MacCHOCTH,

- TOHATHMHHBIA annmapar WHQOPMALMOHHBIX TEXHOJOTHA W OCOOCHHOCTH
TEPMHHOJIOTUN KHOEpOE30MacHOCTH,

- 0a30BBIC COCTABISAIOIMIME B OOMACTH Pa3BUTUsL CUCTEM WH(OPMALMOHHOM
0€30IMacHOCTH,

- 00BEKTHI KOMITBIOTEPHO-TEXHUYECKOM SKCIEPTU3HI.

1.3. Kareropusi caymaresei

K ocBoennto mporpaMMsl JOIMYyCKarOTCS JIuLa, o0ydatommecs Ha 4 Kypcee 1o
cnemanbHocTH 09.02.07 HMH(POPMAUMOHHBIE CHUCTEMBI M NPOrPAMMHPOBAHUE,
IIPENOIaBaTely, pPabOTHUKHM CITy k0, 3aHUMAIOLLUXCS OpraHu3auuen

KrOepOE30NaCHOCTH B OPraHA3alMsIX U HA MPEANTPUATHSIX.

1.4. TpynoemkocTb 00y4eHuUs
HopMmaruBHBIA CpOK OCBOCHHS MPOrpaMMbl COCTABISIET 32 akaaeMU4eCKUX

qgaca.

1.5. ®opma o0y4eHus
®opma  oOyueHus: O4yHass C  NPUMEHEHHEM  JUCTAHLIMOHHBIX

00pa3oBaTENbHBIX TEXHOJIOTUIA U 3JIEKTPOHHOTO O0YUYECHHUS.



2. Copepxanue nporpaMmmabl

2.1. YueOHblii miaan mnporpammbl «KuOep0e30macHOCTL W 3aLIUTA

JAHHBIX»
B TtoMm gucie
o Bcero JIEKIIUU OPaKT. OPOMEKYT.
Ne HaumenoBanue monynen ’ " P P Y
ax.Jac. 3AHSITHS U UTOT.
KOHTPOJIb




Monynb I. ITorpebuocThb B
kuOepOe3onacHoOCTH

2. |Moagyne 2. 3ammrta  JaHHBIX U
KOH(pHIEHINATBHOCTD
3. | Moxyns 3. Mup kubepbe3omnacHoctu
4. | Monynb 4. Kyb xubepbezonacHOCTH
5. | Moaynb 5. Yrpossl kubepOe30macHOCTH,
ySI3BUMOCTH CHCTEMBI
KuOepOe30nmacHOCTH U aTaKy Ha Hee
6. | Monynp 6. CriocoObl 3aIIUThI CEKPETHOM
uHpopmanmuu
7. | Momyns 7. HckycctBO obecneueHust
LIEJIOCTHOCTH JTAHHBIX
8. | Moayas 8. 3amuTa opraHuzanuu
9. | Urorosas arrecrauus 2 - - 2
ATOTO: 32 26 4 2

2.2. YueOHO-TeMaTH4YECKHUIi JIaH nporpamMmmsl «KubGepOe30nacHoCTh U
3aLIUTA JAHHBIX»

B tom uucne

Ne Hanmenosanne mMoxyneii Bcero, | nexuuun MIPaKT. MIPOMEXKYT.
ak.Jac. 3aHATHUS U UTOT.
KOHTPOJIb
1 2 3 4 5 6
1. | Tema 1. [loTpeéHOCTH B 2 2 - -
KHOep0e30nacHoOCTH
1.1 | IlepcoHanbHbIE U OPTaHU3ALIUOHHBIE 2 2 - -
JaHHbIE
2 Tema 2. 3amura 1aHHBIX H 2 2 - -
KOH(pUACHUHANBHOCTH
2.1 | 3amuTa BalIMX NEPCOHANBHBIX AAHHBIX B 2 2 - -
CeTH
3 Tema 3. Mup kutep0e30nacHocTu 4 4 - -
3.1 | KubepripecTymHUKH U CIIELIUATUCTHI 110 2 2 - -
knOepOe30macHOCTH
3.2 | PacnpocTtpaHeHue Kkubepyrpos 2 2 - -
4 Tema 4. Ky6 kubepoe3onacHocTu 6 6 - -
4.1 | KoHpuaeHanbHOCTb, LEJIOCTHOCTD U 2 2 - -

JOCTYITHOCTh




4.2 | Cpeactsa NpoOTUBOAEHCTBUS yrpo3aM 2 2 - -
6ezonacHOCTH

4.3 | ApxurtekTypa yrnpaBieHHUs 2 2 - -
6ezonacHocThio UT-cpenbl

5 Tema 5. Yrpo3nl kuGepoe3onacHocTH, 4 4 - -
YS3BUMOCTH CHCTEMBbI
KHOep0e30NnaACHOCTH H ATAKH HA Hee

5.1 | Bpenonocuoe I10 1 BpeqOHOCHBIN KOJ 2 2 - -

5.2 | MouleHHU4YecTBO. ATaku 2 2 - -

6 Tema 6. Cnioco0bI 321U THI CEKPEeTHOH 4 4 - -
HHpopmMannu

6.1 | Kpunrorpadus 2 2 - -

6.2 | Pasrpanuuenue nocryna. CokpbITHe 2 2 - -
JAHHBIX

7 Tema 7. UckyccTBO 0o0ecnieyeHHus 4 4 - -
LeJIOCTHOCTH JJAHHBIX

7.1 | Buael cpencTs KOHTPOJIS LETOCTHOCTH 2 2 - -
JAHHBIX

7.2 | OGecnieueHre 1eNTOCTHOCTH 0a3 JaHHBIX 2 2 - -

8 Tema 8. 3amura opranuzauuu 4 4 - -

8.1 | MexceTeBble 3KpaHbl 2 2 - -

8.2 | Ilogxoxn x kubepOe30nacHOCTH 2 2 - -
HTtorosslii KOHTPONIb 2 - - 2

nToro: 32 2

2.3. Pabouas nporpamma «KuGep0e30nmacHOCTD U 3a1IUTA JAHHBIX))
Tema 1. IlorpeOGHOCTH B KHOEPOE30MACHOCTH

Jlekuus. [lepcoHalIbHBIE M OPraHU3AlMOHHBIE JAHHBIC

Tema 2. 3ammra JaHHBIX U KOHPHUICHIHAIBHOCTD

Jlexuws. 3anmTa BaliMX NEPCOHAJIBHBIX TAHHBIX B CETH

Tema 3. Mup kuoep0oe30nacHOCTH

Jlexuus. KubGepnpeCTymHUKHM U CIIENUATIUCTBI MO KMOEepOe30nacHOCTH
Jlexums. Pacnpoctpanenue kuOepyrpos

Tema 4. Ky6 kuOepOe3onacHocTH

Jlexuus. Kon(puaeHIMaIbHOCTD, HETOCTHOCTD U IOCTYITHOCTh
Jlexuus. CpencTea NpOTHBOACKHCTBUS yrpo3aM 0€30NaCHOCTH

Jlexums. Apxutektypa ynpaeienus 0e3onacHocTeio UT-cpeasbt




Tema S. VYrpo3sl KuOGep0e30macHOCTH, YSA3BHMOCTH  CHCTEMBbI
Kn0ep0e30MacHOCTH U ATAKH HA HEe

Jlexums. BpenonocHoe 110 1 BpenOHOCHBIH KO

Jlexkus. MOIIEHHUYECTBO. ATaKu

Tema 6. CnocoObI 321HMTHI CEKPETHOH HHpOpManuu

Jlexuus. Kpunrorpagus

Jlexums. Pazrpannuenue nocryna. COKpbITHE TAHHBIX

Tema 7. UckyccTBO 00ecniedeHns1 HEJIOCTHOCTH JAHHBIX

Jlexumst. Buapl cpencTB KOHTPONIS LENOCTHOCTH JAaHHBIX

Jleknus. ObecneyeHne NENOCTHOCTH 0a3 JaHHBIX

Tema 8. 3ammrTa opranuszanun

Jlexims. MexcereBble dKpaHsbl

Jlexums. I[Moaxon k kubepOe30MacHOCTH

HNToroBblii KOHTPOIb

3. Oprasu3anoHHO-NEeJATOTHYeCKHe ycJI0BUS peajim3anuu

NPOrpamMMmblI

3.1 MarepuajabHO-TeXHUYECKHE YCI0BHS

HanmenoBanue . HaumenoBanue o0opyaoBanusi,
Bua zansaTui
NOMeIeHUs! MPOrpaMMHOro odecrneqyeHust

1 2 3




Aynuropus

Jlexiuu

Komnerotep, MyJIbTUMEIUIHBIN
IIPOEKTOP, SKPaH, TOCKA.

Jlaboparopus,
KOMITBIOTEPHBIN KJIACC

IIpakTHueckue 3aHATHS,
TECTUPOBAHUE,

ObopynoBaHue, OCHaIEHHE pabOUIX
MECT, UHCTPYMEHTBI U PaCXOIHbIE
MaTepHabl.

3.2 VY4yeOHO-METOAHYECKOE H

NPOrpamMMmblI

KOMIUIEKT OLEHOYHON TOKYMEHTALMH;

HHpopmManuoHHOEe  olecmedyeHue

[leyaTHble pa3gaTOYHBIC MATEPUAIBI IJIsl CITYLLATENEH;

VY4eOHble MOCOOUS, U3AHHBIX IO OTACIBHBIM Pa3AciiaM MPOTrPaMMBblL;

[TpodunbHas nureparypa,

OrtpacneBbie U IPYyrue HOPMATUBHBIE TOKYMEHTHI,

DJIEKTPOHHBIC PECYPCHI U T 1.

4. OueHka Ka4yecTBa 0CBOCHHS NMPOTrPaAMMBbI

Hrorosas arTecTaius mpoBOAUTCS B (popMe IK3aMeHa.

S. Kagpossie ycii0Bus

Kanposoe

o0ecrieueHune

IIporpamMmabI MMOBBIIICHUA KBaJ'II/Iq)I/IKaHI/II/I

OCYHICCTBIIACT HpeHOI[aBaTeHBCKI/Iﬁ COCTaB U3 4YHnCiia BBICOKOKBaJ'II/I(i)I/IHI/IpOBaHHBIX

CIICOHUAINCTOB C BBICIIUM O6pa30BaHI/IeM.



